TreeAge Pro Security, Quality Assurance & Data

TreeAge Pro is a non-hosted, desktop-based software distributed as a prepackaged
local installation. We release major software updates with new features twice a
year (in January and July), and publish minor releases as needed to address any
defects.

To date, no software release has ever been required due to a security vulnerability.

As part of our development and release process, we employ multiple layers of
automated and manual quality assurance and security controls:

o Automated Build and Test Pipelines: Every code change (commit) triggers
an automated build in our development environment. Each build runs
through comprehensive unit and integration test suites to ensure stability and
reliability.

o Code Review: All new or modified code is manually reviewed by other
team members prior to integration, ensuring adherence to our coding and
security standards.

o Automated Vulnerability Scanning: A daily script scans every JAR file in
TreeAge Pro. If any dependency is found to have a known critical
vulnerability listed in the public CVE database, we are immediately notified.
We do not release a new version of TreeAge Pro until any identified
vulnerabilities are resolved.

o Comprehensive Manual Testing: Before any software version is made
publicly available, it undergoes extensive manual testing following a
detailed test plan executed by the software development team.

Through a combination of continuous integration, automated and manual
testing, peer code review, and proactive vulnerability scanning, TreeAge Pro
maintains a rigorous and proactive approach to software quality and security
assurance. These practices ensure that each release meets the organization’s
high standards for reliability, stability, and protection against known security
threats.

TreeAge Pro creates model documents subject to customer policies for securing
any documents (e.g., Microsoft Word). TreeAge Pro models do not contain
protected health information or personal health data. No document data is
transferred to TreeAge Software, LLC.

TreeAge Pro does not require login/credentials beyond access to the computer
where it is installed.



